	Islington ICT Email Policy



[image: image1.emf]
Islington ICT Email Policy
A council-wide information technology policy
Version 0.8
July 2013
[image: image2.emf]
Copyright Notification

Copyright © London Borough of Islington 2013
This document is distributed under the Creative Commons Attribution 2.5 license. This means you are free to copy, use and modify all or part of its contents for any purpose as long as you give clear credit for the original creators of the content so used. For more information please see: http://creativecommons.org/licenses/by/2.5/
Revision History

	Date
	Version
	Reason for change
	Author

	18.1.2011
	0.6
	Updated in light of changes to ICT policies and infrastructure
	Sinead Mulready

	30.1.2012
	0.6.1
	Annual Review 
	Sinead Mulready

	14.6.2013
	0.7
	Annual Review
	Sinead Mulready

	15.7.2013
	0.8
	Following review from DSWG
	Sinead Mulready


Table Of Contents

41
Purpose of this document


42
part of an umbrella ict policy framework


43
Background


44
the policy


44.1
All emails received and transmitted are council records


44.2
Only Islington email accounts are to be used for official business


44.3
Web based personal email must not be used for council business


54.4
Email must be treated as formal communication


54.5
Use of non-Council webmail accounts must be agreed by line managers


54.6
Users must act appropriately when receiving Junk Mail


54.7
Staff must maintain confidentiality of information when using email


64.8
Users must act appropriately to prevent virus transmission


64.9
Email must only be accessed through council provided devices or applications


65
Using email for accessing RESTRICTED information


65.1
All Council GCSx email users must sign the GCSx Network Access Form.


65.2
Only GCSx email accounts must be used to send RESTRICTED information.


65.3
Formatting and marking RESTRICTED information when using email


65.4
Classification of email messages


75.5
Only BlackBerry mobile email devices must be used to access RESTRICTED data


76
Secure email


76.1
NHS email


76.2
Proofpoint secure email


77
Non-permissible uses of email


88
corporate Measures for email security assurance


88.1
The need for corporate measures


88.2
Monitoring Email Usage


98.3
Requests for email monitoring of specific staff


98.4
Mail Box Size


98.5
Disabling html


98.6
Disabling automatic previewing of emails


108.7
Filtering tools in place


108.8
Disabling executables, scripts and protected files


108.9
Auto-forwarding of emails not permitted


108.10
Virus checking


108.11
Email disclaimer


109
reporting Incidents


1010
policy compliance


1111
Governance, Approval and review


1111.1
Corporate Governance Group


1111.2
Formal approval, adoption and review


1212
Appendix A: Definition of restricted data


1313
Appendix B – access to another user’s email account





1 1  Purpose of this document
This document sets out the policy on the use of email facilities for all staff and councillors who work for or on behalf of Islington Council.

2 part of an umbrella ict policy framework

This policy should be read in conjunction with the ‘Islington ICT Security Policy Framework’, which sets out the overarching approach to Information and Communication Technology (ICT) policies in Islington Council. The framework lists the other policies, which together aim to protect the council’s information technology assets, such as computer hardware and software, telecommunications equipment and data held within the council’s IT systems.  
3 Background

Electronic mail (email) systems are provided by the council to allow employees to communicate internally and with third parties in an effective, efficient and timely manner. However, email can put the council at risk from a number of threats. These range from information being obtained by unauthorised people to legal action caused by inappropriate use of the systems. 
4 the policy

4.1 All emails received and transmitted are council records

Any communications and information transmitted, received, or archived by lslington Council computer systems, belong to Islington Council. Emails held on council equipment are considered to be part of the corporate record and email also provides a record of staff activities. The council reserves the right to monitor usage of email, to ensure security and operational availability. It also reserves the right to access and disclose any email, to ensure compliance to council policy and the council’s legal and statutory requirements. To assist with this process, logs are kept of all email usage. Access to email resources is provided primarily for work related activities. Reasonable personal use is permitted, provided this is legal, not excessive, and does not interfere with work related performance. 
4.2 Only Islington email accounts are to be used for official business

Non-work email accounts must not be used to conduct or support official council business. Councillors and staff must ensure that any emails containing sensitive information must be sent from an official council email. All emails that represent aspects of council business or council administrative arrangements are the property of the council and not of any individual employee.  All emails that are used to conduct or support official Islington Council business must be sent using an official council email address. 
4.3 Web based personal email must not be used for council business

a) Web-based personal email must never be used to conduct council business.

b) Council data should not be forwarded to personal web-based email without the knowledge and explicit written consent of a manager. 

4.4 Email must be treated as formal communication
Email must not be considered to be any less formal than memos or letters that are sent out from a particular service of the authority. When sending external email, particular care should be taken to ensure that the communication does not contain any material which would reflect poorly on the council’s reputation or its relationship with customers, clients or business partners.

Under no circumstances should users communicate material (either internally or externally), which is, for example, defamatory, obscene, or does not comply with the council’s Dignity for All Policy or which could reasonably be considered inappropriate. 
Email is designed to be an open and transparent method of communicating. However, it cannot be guaranteed that the message will be received or read, nor that the content will be understood in the way that the sender of the email intended. It is therefore the responsibility of the person sending an email to decide whether email is the most appropriate method for conveying time critical information or of communicating in the particular circumstances.

4.5 Use of non-Council webmail accounts must be agreed by line managers
Council staff are allowed to access web-based email services (for example, Googlemail, Hotmail, Yahoo) for personal use only but must first be agreed by your manager. You must not use these sites to send or receive E-mails to conduct council business. 
4.6 Users must act appropriately when receiving Junk Mail

There may be instances where a user will receive unsolicited mass junk email or spam. It is advised that users delete such messages without reading them. Do not reply to the email. Even to attempt to remove the email address from the distribution list can confirm the existence of an address following a speculative e-mail.  Before giving your e-mail address to a third party, for instance a website, consider carefully the possible consequences of that address being passed (possibly sold on) to an unknown third party, and whether the benefits outweigh the potential problems. Chain letter e-mails (those that request you forward the message to one or more additional recipients who are unknown to the original sender) must not be forwarded using Islington Council systems or facilities.
4.7 Staff must maintain confidentiality of information when using email
All staff are under a general requirement to maintain the confidentiality of information. There are also particular responsibilities under Data Protection legislation to maintain the confidentiality of personal data. If any member of staff is unsure of whether they should pass on information, they should consult the Data Security Manager.
Staff must make every effort to ensure that the confidentiality of email is appropriately maintained. Staff should be aware that a message is not deleted from the system until all recipients of the message and of any forwarded or attached copies have deleted their copies. Moreover, confidentiality cannot be assured when messages are sent over outside networks, such as the Internet, because of the insecure nature of most such networks and the number of people to whom the messages can be freely circulated without the knowledge of Islington Council.
Care should be taken when addressing all emails, but particularly where they include RESTRICTED information, to prevent accidental transmission to unintended recipients. Particular care should be taken if the email client software auto-completes an email address as the user begins typing the recipients name.
4.8 Users must act appropriately to prevent virus transmission

Computer viruses are easily transmitted via email and internet downloads. Full use must therefore be made of Islington Council’s anti-virus software. If any user has concerns about possible virus transmission, they must report the concern according to the council’s Incident Management process. In particular, users:
· Must not transmit by email any file attachments which they know to be infected with a virus.
· Must not download data or programs of any nature from unknown sources.
· Must not forward virus warnings other than to Digital Services in accordance with the council’s Security Incident Policy.

· Must report any suspected files to Digital Services in accordance with the council’s Security Incident Policy.

4.9 Email must only be accessed through council provided devices or applications 
Where appropriate, the council will provide users with mobile email devices to support the delivery of business. Only council-issued mobile email devices or applications must be used to access Islington Council email accounts. In addition, users must not use mobile email devices (e.g. PDAs) to access RESTRICTED
 data. 
5 Using email for accessing RESTRICTED information
5.1 All Council GCSx email users must sign the GCSx Network Access Form.

Any users that require a GCSx Islington Email account must sign the GCSx Network Access Form (in the council’s ICT User Management Policy). This form contains a Personal Commitment Statement and a Summary of Acceptable Use of the GCSx and all users must read, understand and sign this form before being granted access to GCSx email.

5.2 Only GCSx email accounts must be used to send RESTRICTED information.

The council has set up a separate Microsoft Exchange server for all RESTRICTED emails. Only this separate email account must be used to send or receive RESTRICTED information. Council staff must not, under any circumstances, use their standard Islington Council email account to send or receive RESTRICTED emails

5.3 Formatting and marking RESTRICTED information when using email

All emails sent via the Government Connect Secure Extranet (GCSx) must be of the format “@islington.gcsx.gov.uk”. This will be automatically produced by the council’s RESTRICTED Exchange Server.

5.4 Classification of email messages

When creating an email, the information contained within it must be assessed and classified by the owner according to the content, when appropriate. It is advisable that all emails are protectively marked in accordance with Government’s framework, i.e. Her Majesty’s Government (HMG) Security Policy Framework (SPF). The marking classification will determine how the email, and the information contained within it, should be protected and who should be allowed access to it. The SPF requires information to be protectively marked into one of 6 classifications. The way the document is handled, published, moved and stored will be dependant on this scheme. The classifications are:

a) Unclassified.
b) PROTECTED
c) RESTRICTED.
d) CONFIDENTIAL.
e) SECRET.
f) TOP SECRET.
5.5 Only BlackBerry mobile email devices must be used to access RESTRICTED data

BlackBerry mobile email devices have been secured and architected in accordance with CESG
 Guidance. No other mobile email devices must be used to RESTRICTED data.  BlackBerry is approved to handle information up to RESTRICTED only. Users must not for any reason send emails, appointments, or any other data classified higher than RESTRICTED.
6 Secure email

The council supports a number of ‘secure email’ options for staff whose role require the transmission of sensitive data.

6.1 NHS email

NHS email should be used only by council staff who are required to send or receive NHS health data. A member of staff who requires access to an NHS account must log a work request on ICT Help Me and complete the form in Appendix E of the User Management Policy
6.2 Proofpoint secure email

All staff are provided with Proofpoint secure email, which is available through Outlook. Proofpoint secure email should be used when sending personal or confidential email to voluntary agencies, third parties or members of the public.
Further information and instructions about secure email can be found here:

http://www.islington.gov.uk/about/legal-information/Pages/secureemail.aspx
7 Non-permissible uses of email

Email should not be used for the following:

a) For the transmission of unsolicited commercial or advertising material, chain letters, or other junk-mail of any kind, internally or to other organisations.

b) For the unauthorised transmission to a third party of RESTRICTED material concerning the activities of the council.

c) For the transmission of material such that this infringes the copyright of another person, including intellectual property rights.

d) For activities that unreasonably waste staff effort or use networked resources, or activities that unreasonably serve to deny the service to other users.

e) For activities that corrupt or destroy other users’ data.

f) For activities that disrupt the work of other users.

g) For the creation or transmission of any offensive, obscene or indecent images, data, or other material, or any data capable of being resolved into obscene or indecent images or material.

h) For the creation or transmission of material which is designed or likely to cause annoyance, inconvenience or needless anxiety.

i) For the creation or transmission of material that is abusive or threatening to others, or serves to harass or bully others.

j) For the creation or transmission of material that either discriminates or encourages discrimination on racial or ethnic grounds, or on grounds of gender, sexual orientation, marital status, disability, political or religious beliefs.

k) For the creation or transmission of defamatory material.

l) For the creation or transmission of material that includes false claims of a deceptive nature.

m) For so-called ‘flaming’ - i.e. the use of impolite terms or language, including offensive or condescending terms.

n) For activities that violate the privacy of other users.

o) For unfairly criticising individuals, including copy distribution to other individuals.

p) For publishing to others the text of messages written on a one-to-one basis, without the prior express consent of the author.

q) For the creation or transmission of anonymous messages - i.e. without clear identification of the sender.

r) For the creation or transmission of material which brings the council into disrepute.

8 corporate Measures for email security assurance
8.1 The need for corporate measures

In addition to traditional security measures that include firewalls and anti-virus software, the council has established a Protective Monitoring scheme that will reveal actual or potential breaches of security as one counter-measure against malicious code. However, even these measures cannot be wholly relied upon, and so very specific controls have been set in place as an additional layer to safeguard the way in which email comes into and leaves the organisation. 
8.2 Monitoring Email Usage

All users should be aware that email usage is monitored and recorded centrally. The monitoring of email (outgoing and incoming) traffic will be undertaken so that Islington Council:
a) Can plan and manage its resources effectively.

b) Ensures that users act only in accordance with policies and procedures.

c) Ensures that standards are maintained.

d) Can prevent and detect any crime.

e) Can investigate any unauthorised use.

These arrangements will be applied to all users and may include checking the contents of email messages for the purpose of:
a) Establishing the existence of facts relevant to the business, client, supplier and related matters.

b) Ascertaining or demonstrating standards which ought to be achieved by those using the facilities.

c) Preventing or detecting crime.

d) Investigating or detecting unauthorised use of email facilities.

e) Ensuring effective operation of email facilities.

f) Determining if communications are relevant to the business.

8.3 Requests for email monitoring of specific staff

Where a manager suspects that the email facilities are being abused by a user, they should contact Digital Services. Designated staff can investigate and provide evidence and audit trails of access to systems. Digital Services will also comply with any legitimate requests from authorised bodies under the Regulation of Investigatory Powers legislation for this information.

Access to another employee’s email is strictly forbidden unless the employee has given their consent, or their email needs to be accessed by their line manager for specific work purposes whilst they are absent. This must be absolutely necessary and has to be carried out with regard to the rights and freedoms of the employee. Managers must only open emails which are relevant.
In the following situations, a manager may be given access to an employee’s email account

a) Where the staff member has left the council

b) Where the staff member has gone on long-term leave

c) Where suspicion of misconduct has arisen

In these circumstances, the manager must complete an Account Access Form, Appendix B and submit it via a service request on ICT Help Me
8.4 Mail Box Size

Users are provided with a limited mail box size to reduce problems associated with server capacity. Email users must manage their email accounts to remain within the limit, ensuring that items are filed or deleted as appropriate to avoid any deterioration in systems.  Email messages can be used to carry other files or messages either embedded in the message or attached to the message. If it is necessary to provide a file to another person, then a reference to where the file exists should be sent rather than a copy of the file. This is to avoid excessive use of the system and avoids filling to capacity another person’s mailbox. 
8.5 Disabling html
HTML formatting will be disabled for all incoming emails, including internal emails and will be converted to plain text. In addition, an email content check will be carried out on all inbound data to identify, block and convert html and active content. The key reason for this is that html email can contain scripting and therefore can be used to breach security or to potential transport email viruses.

8.6 Disabling automatic previewing of emails

Automatic previewing of E-mails will be disabled. This is because the auto preview mechanism in effect ‘opens’ the email automatically without the user being able to check, delete or alert the organisation that there may be some clear or potential threat.

8.7 Filtering tools in place
Filtering tools (ProofPoint and Scanmail) have been put in place that set a black list of disallowed attachment file types. In addition, the filename extension, contents and format of the file will also be checked (this multiple criteria checking is needed to prevent, for example, an executable file being renamed as a text file).

8.8 Disabling executables, scripts and protected files 
Executables, scripts, HTML, encrypted or password-protected files will not be allowed unless there is a valid BUSINESS CASE for their use.
8.9 Auto-forwarding of emails not permitted

Auto-forwarding emails out of our network has been disabled. This is because email that is automatically forwarded by-passes all the measures the council has put in place to check the content and origin of these emails. If auto-forwarding was not disabled, it would mean that sensitive, RESTRICTED data could be sent automatically to email accounts that are not sufficiently secure. The requirement to disable automatic forwarding to a lower classification domain is a mandatory central government security requirement.
8.10 Virus checking
Email will be virus checked at the network boundary and at the host. In addition, at least two virus checkers, from separate vendors, undertake this virus checking. Three functionally different tools are used. Proofpoint checks all incoming email at the network boundary, Scanmail checks all emails and attachments as they are opened from the Exchange server, and Sophos checks attachments before they are saved to the local host.

8.11 Email disclaimer

The legal status of an email message is similar to any other form of written communication. Consequently, any e-mail message sent from a facility provided to conduct or support official Islington Council business should be considered to be an official communication from the council.  In order to ensure that Islington Council is protected adequately from misuse of e-mail, the following disclaimer will be on all external emails:

“This e-mail is intended for the addressee only. If you have received it in error, please contact the sender and delete the material from your computer.  Please be aware that information in this email may be confidential, legally privileged and/or copyright protected. ”
9 reporting Incidents
It is the duty of all users to immediately report any actual or suspected breaches in information security to Digital Services in line with the council’s Security Incident Management Policy. Any such incidents must be reported through ICT Help Me and labelled ‘Data Security Incident.’
10 policy compliance
All employees are expected to serve the council and implement its policies to the highest standards, as described in the Code of Conduct. If any user is found to have breached this policy, they may be subject to the council’s disciplinary procedure. If a criminal offence is considered to have been committed further action may be taken to assist in the prosecution of the offender(s). If you do not understand the implications of this policy or how it may apply to you, please seek advice from Digital Services.
11 Governance, Approval and review
11.1 Corporate Governance Group
This policy framework and the commitment to security management is subject to continuous, systematic review and improvement. This council-wide technology policy will be governed by the Corporate Governance Group (CGG), chaired by the Director of Finance, who is also the council’s Senior Information Risk Owner The CGG has a clear terms of reference and reports directly into the Corporate Management Board.
11.2 Formal approval, adoption and review

This policy will be formally signed off by the Corporate Management Board. The Data Security Manager will lead an annual review of all ICT Security Policies.
12 Appendix A: Definition of restricted data
While central government processes all personal data in accordance with the Data Protection Act requirements, the act’s definitions of “personal” and “sensitive data” are not suitable for the administrative definition, or specification of technical protection requirements, for the range of information handled by government. Central government departments therefore operate in accordance with the Manual of Protected Security (MPS). The MPS defines the technical protection requirements for various categories of information, one of them being RESTRICTED. In addition, in response to several inquiries about data loss, in 2008 Government released a document called ‘Data Handling Procedures’ which specific reference to RESTRICTED data. The main purpose of marking data in this way is to ensure that only genuinely sensitive data is safeguarded.

Information that links an identifiable individual with information that, if released, would put them at significant risk of harm or distress is marked RESTRICTED. The compromise of assets with this classification is likely to:

· Cause substantial distress to individuals

· Cause adverse embarrassment to an organisation

· Cause financial loss or loss of earning potential to, or facilitate improper gain or advantage for, individuals or companies

· Prejudice the investigation or facilitate the commission of crime

· Breach proper undertakings to maintain the confidence of information provided by third parties

· Impede the effective development or operation of government policies

· Breach statutory restrictions on disclosure of information

· Disadvantage government in commercial or policy negotiations with others

· Undermine the proper management of the public sector and its Operations

Systems handling RESTRICTED information must be accredited with Cabinet Office requirements. Where transfer of RESTRICTED information is necessary this must be over a secure channel.

13 Appendix B – access to another user’s email account
Digital Services
ACCOUNT ACCESS REQUEST FORM
Due to our obligations under the Data Protection Act 1998 it is necessary to complete this form if you wish to access information from the council’s network that may contain personal information. 

By signing this form you agree that you are requesting this information for the purpose(s) you state below and it will be held for these purpose(s) only.

Please note that we only provide delegate access to another persons account.  

To login using someone else’s account details is against the policy of LBI.  Staff can give delegate access to their accounts themselves, without the need to raise a work request. 
INFORMATION ABOUT THE ACCOUNT YOU WANT TO ACCESS:

Account Name:
 _________________________________________________

Account Owner:
 _________________________________________________

(if different to account name)
INFORMATION ABOUT THE PERSON THAT NEEDS ACCESS TO THE ACCOUNT:

Name :                      _________________________________________________

Account Name:        _________________________________________________

(if different to above)
Service Area:           ​​​​​​​​​​​​​​​​​​​​________________________________________________

Type of access required (please tick as required):      
Email Account 
  □



Inbox 
 
□            

Read access only 
  □     



Sent Items  
□    

Read & write access 
  □


            PST folders 
□     

Personal Drive access □ 



Calendar        □

Why can’t this access be provided by the account holder using the delegate permissions facility?

Please list below the purpose(s) of your request : □
Member of staff has left council: □
Member of staff is on sick leave
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Other (please explain)

I agree to make no further uses of the information you obtain other than for the purposes stated above.

I agree to keep secure any information you obtain or securely destroy the information, when it is no longer required.

 AUTHORISING REQUESTER:

Print Name:

_________________________________________________

Signature:

_________________________________________________

Job title:

_________________________________________________

Place of work:
_________________________________________________

Date:


_________________________________________________

AUTHORISING MANAGER:

Print Name

________________________________________________

Signature:

_________________________________________________

Date:


_________________________________________________
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� � Restricted defines sensitive personal data that is likely to cause considerable harm or distress to individuals if improperly disclosed (please see Appendix A for a full definition). 


� CESG (Communications-Electronics Security Group) is a branch of Government Communications Headquarters (GCHQ) which works to secure the communications and information systems of the government and critical parts of UK national infrastructure. Specific guidance exists as to how BlackBerry Devices should be configured and deployed.
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