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Purpose of this document

This document sets out Islington Council’s policy for the arrangements and acceptable way in which all users connect to the council’s network remotely.

1 part of an umbrella ict policy framework
This policy should be read in conjunction with the ‘Islington ICT Security Policy Framework’, which sets out the overarching approach to Information and Communication Technology (ICT) policies in Islington Council. The framework lists the other policies, which together aim to protect the council’s information technology assets, such as computer hardware and software, telecommunications equipment and data held within the council’s IT systems.  

All employees should read all of these policies and pay particular attention to the council’s ‘Physical Security of Information Policy’ and the council’s ‘Data Transport Policy’, which are similar in nature to this remote working policy.

2 Background

2.1 Definition

Islington is committed to improving flexibility and providing employees with a greater ‘work life balance’ and one aspect of this is to enable employees to work remotely, i.e. away from the office. Remote working should not be confused with home working where an employee works from home on a permanent basis as part of their contractual terms of employment.

Any remote working arrangements that are agreed will be managed within the demands of the service and the hours worked in those circumstances count towards the employee’s working week. It does not apply, for example, where an employee chooses, on an ad hoc basis, to take a piece of work home to complete in the evenings or at weekends.  Remote working must only be undertaken in accordance with the council’s procedures. 
2.2 Technology risks to the network
Remote working means that users are outside the physical boundaries of the council’s infrastructure when connecting to make use of services that are available on the council’s network. While this allows great flexibility in working practices, it does, however, introduce threats to the council’s network and data. These risks include the loss of sensitive or confidential data, intellectual property, damage to public image and damage to critical council internal systems. The purpose of having a remote working policy, therefore, is to reduce those threats.

This policy sets out the ways in which users can connect remotely to the council’s network to access systems and data.
3 the policy: rules for all staff while remote working

3.1 Employees must follow specific (listed) rules for accessing RESTRICTED data

While the council processes all personal data in accordance with the Data Protection Act requirements, the act’s definitions of “personal” and “sensitive data” are not sufficient for the administrative dealings with central government. Central government departments therefore operate in accordance with the Manual of Protected Security (MPS). Information that links an identifiable individual with information that, if released, would put them at significant risk of harm or distress is marked RESTRICTED. Where transfer of RESTRICTED information is necessary this must be over a secure channel.

Any user accessing Government Connects Secure Extranet (GCSx) services or facilities, or using GCSx RESTRICTED information, must only use Council-owned equipment which has appropriate technical security and advanced authentication mechanisms whilst working remotely.

3.2 Employees must look after equipment provided to them

The user must ensure that reasonable care is taken of the IT equipment supplied. Where any fault in the equipment has been caused by the user, Islington Council may recover the costs of repair. Users must take appropriate care of council equipment when moving between home and another business site.

3.3 Employees must only use Islington supplied and installed equipment

All IT equipment (including portable computer devices) supplied to users is the property of Islington Council and must be returned upon the request. 
a) All IT equipment will be supplied and installed by Islington Council Digital Services staff.  
b) Hardware and software must only be provided by Islington Council.

c) Where users access Government Connect Secure Extranet (GCSx) services, facilities or RESTRICTED information, under no circumstances should non-Council owned equipment be used.

d) Users must not remove or deface any asset registration number.

3.4 Employees must be aware of the risks of using IT equipment offsite and abroad

The use of equipment off-site (including abroad) must be formally approved by the user’s line manager in writing (at least by email). Staff must seek advice from Digital Services before taking any council supplied ICT equipment outside the United Kingdom. The equipment may not be covered by the council’s normal insurance against loss or theft and the equipment is liable to be confiscated by Airport Security personnel.  

All employees should be aware of the following important risks when using IT equipment offsite and abroad.  Equipment should be:

a) Logged in and out, where applicable.
b) Not be left unattended.
c) Concealed whilst transported.
d) Not be left open to theft or damage.
e) Where possible, be disguised (e.g. laptops should be carried in less formal bags).
f) Be encrypted.
g) Be password protected.
h) Be adequately insured.

i) Ensure that they have a voltage converter if the destination runs a different voltage 

j) Check that the equipment meets the electrical frequency available (e.g. 50 Hz or 60 Hz) since this may cause problems (e.g. burn-outs) if the equipment is not designed to handle it.

3.5 Employees must be aware that council equipment is covered by insurance

Staff should ensure that they are aware of and follow the requirements of the insurance policy. Employees must immediately report lost or damaged equipment.
3.6 Employees must inform their line manager if remote access is no longer required

This means that the council can disable the member of staff’s account on the remote access system. This helps the council to monitor who has access and means that only approved members of staff are accessing data remotely.

3.7 Equipment offsite must be kept in a sensible, safe place

Equipment should not be left where it would attract the interests of the opportunist thief. In the home it should also be located out of sight of the casual visitor. For home working it is recommended that an office / working area is set aside separately if possible. Equipment must be secured whenever it is not in use.

3.8 Citrix fobs / tokens must be kept separate to computer equipment

Users must ensure that Citrix fobs, Smart Cards and/or authentication tokens and personal identification numbers are kept in a separate location to the portable computer device at all times. Removable media devices must also not be stored with the portable computer device.

3.9 Paper documents should be locked away

Paper documents are vulnerable to theft if left accessible to unauthorised people and must not be stored with the portable computer device. These should be securely locked away in suitable facilities (e.g. secure filing cabinets) when not in use. Documents should be collected from printers as soon as they are produced and not left where they can be casually read. Waste paper containing RESTRICTED information must be disposed of securely, using council provided ‘secure bins’ or shredded.

3.10 All employees must ensure they have recent anti-virus protection 

Digital Services will deploy an up-to-date Anti Virus signature file to all users who work away from the Islington Council premises. Users who work remotely must ensure that their portable computer devices are connected to the corporate network at least once every month to enable the appropriate security software to be updated.
3.11 All computers used must be protected by a personal firewall

All employees must ensure that they do not switch off the personal firewall installed on their machine – a default part of equipment when their computer is provided by Digital Services.
3.12 Staff must not alter their computer software or configuration
a) Users must not install or update any software on to a council owned portable computer device.

b) Users must not change the configuration of any council owned portable computer device.

c) Users must not install any hardware to or inside any council owned portable computer device, unless authorised by Digital Services.
d) User requests for upgrades of hardware or software must be approved by Digital Services. Equipment and software will then be purchased and installed by Digital Services.

e) Islington Council may at any time, and without notice, request a software and hardware audit, and may be required to remove any equipment at the time of the audit for further inspection. All users must co-operate fully with any such audit.

3.13 Staff should not store business data on their local computer
No business critical data should be stored on the local machine’s hard drive. 
3.14 Only Islington Council employees are allowed to access the equipment provided

a) The IT equipment is supplied for the staff members’ sole use. Only the member of staff authorised to access the environment remotely may access the council’s network. 
b) No other person, including, for example family members, should use a member of staff’s equipment to access the council network.
3.15 Council data may not be stored on personal devices

Any user who carries out council work at home or remotely in relation to their official duties using their own IT equipment must understand that they are not permitted to hold any database, or carry out any processing of RESTRICTED information relating to the council, its employees, or customers. Under no circumstances should Personal or RESTRICTED information be emailed to a private non-Council email address.
3.16 Personal computers may be used with a ‘Red Key’

Personal equipment may be used provided it is connected to a home broadband by a fixed cable and uses council’s software. In order to do this, personal PCs will need to be configured and run from a separate bootable USB drive which will need to be obtained from Digital Services.

Personal devices may also be used to carry out council business in line with the ‘Use Your Own Device’ guidance in Section 6
4 the policy: Network configuration
This aspect to the policy is mainly applicable to corporate network configuration that will be managed by Digital Services. 
4.1 Mobile solutions accessing the Government Connects Secure Extranet
The council must meet specific requirements to access the Government Connects Secure Extranet (GCSx) using mobile solutions (e.g. laptops). Any mobile solution needs to connect to the council’s Network through a network technology termed a Virtual Private Network (VPN) which allows data to securely travel over an insecure network such as the Internet. 
a) Technically the council uses clustered Juniper SA4000 FIPS140-2 gateways to provide a secure VPN and which prevents split tunnelling. 
b) Dual factor authentication is provided by Cryptocard tokens or other council-approved methods. 
c) Users are unable to access any local drives while connected to prevent data being copied to or from the Citrix session.
d) Access to the Internet from Islington Council owned ICT equipment, is only allowed via onward connection to Council provided Proxy Servers and not directly to the Internet.

4.2 Securing other mobile solutions such as PDAs

Mobile solutions such as PDA’s have been secured and architected in accordance with CESG Guidance. The mobile equipment controls have been modified to prohibit the distribution of RESTRICTED data by email or as attachments to emails. Mobile solutions will be configured so that they are locked by default as an additional security measure in case they are lost or stolen.
5 The Policy – Use your own device (Council-proved applications)
5.1 Background

The rapid development and availability of relatively low cost, feature rich devices such as smart phones and tablets is changing the way we use technology in our personal lives and at home.  As a consequence there is a growing demand for council staff to use personal devices to carry out council business This sections outlines the conditions under which staff are able to use their own devices to access Council systems in a secure way. The service will be called ‘Use Your Own Device’ referred to in this document as UYOD.
5.2 The council will provide secure access to council systems through an approved application
The council can provide staff with a secure application, through which they can use their own smart phone and tablet devices to access the following systems:

· Emails (including the ability to view attachments), calendar and contacts.

· The council’s intranet (read only)

· Team sites (read only)

5.3 Staff must be aware of the requirements for UYOD

· The UYOD service is only currently available for iPhones, iPads and android devices 
·  As with all browser services, a strong 3G or WiFi signal is recommended in order to enjoy an optimum operating experience via the UYOD service

· A 500MB data package is required

· Access to UYOD must be approved by a manager

· The Acceptable Use Agreement (Appendix A) must be signed

6 reporting Incidents
It is the duty of all users to immediately report any actual or suspected breaches in information security to Digital Services in line with the council’s Security Incident Management Policy. Any such incidents must be reported through ICT Help Me and labelled ‘Data Security Incident.’

7 policy compliance
All employees are expected to serve the council and implement its policies to the highest standards, as described in the Code of Conduct. If any user is found to have breached this policy, they may be subject to the council’s disciplinary procedure. If a criminal offence is considered to have been committed further action may be taken to assist in the prosecution of the offender(s). If you do not understand the implications of this policy or how it may apply to you, please seek advice from Digital Services.
8 Governance, Approval and review
8.1 Corporate Governance Group
This policy framework and the commitment to security management is subject to continuous, systematic review and improvement. This council-wide technology policy will be governed by the Corporate Governance Group (CGG), chaired by the Director of Finance, who is also the council’s Senior Information Risk Owner. The CGG has a clear terms of reference and reports directly into the Corporate Management Board.
8.2 Formal approval, adoption and review
This policy will be formally signed off by the Corporate Management Board. The Data Security Manager will lead an annual review of all ICT Security Policies.
9  Appendix a: Use Your Own Device
Section A – Personal Details

	Name:


	

	Job Title:


	

	Unit:


	

	Service Area:


	

	Manager’s name

	

	Manager’s signature


	

	Date


	


Section B – Terms and Conditions
You must familiarise yourself the council’s ICT policies, and in particular the Remote Working Policy which sets out the council’s requirements around remote working and the ICT solutions which staff may use when working remotely

Access to the UYOD service will not be enabled unless you agree to this usage policy.  This will form part of your terms and conditions of appointment.  

When you request the service via the TSG shop you will be asked to confirm your acceptance of this policy.  Ticking the boxes when prompted will confirm your acceptance and you will be bound by conditions outlined in this policy.
The council reserves the right to automatically remove access to the UYOD service without notice in the event of misuse.

No allowance, in full or in part, is provided by the council in respect of your data plan or towards the purchase price of your personal device or any associated insurance policy.  You are personally liable for your own device and all associated costs.
The Council will not provide technical support for any aspect of your personal device either hardware or software or issues with your mobile carrier and contract.  
The Council will provide support for the UYOD software (Good for Enterprise), all of which will be provided remotely.
If your device is lost or stolen you are advised to report the loss to the Police and your mobile provider.  
If your device is lost or stolen you must contact  Digital Services so that the service can be suspended.
If your device is lost or stolen inform you must your manager straight away and make alternative arrangements to access council systems you are approved to use in order to avoid any disruption to Council services
No support will be offered in the recovery of any lost/stolen device.

There will be no compensation/reimbursement by Islington Council for any loss of personal devices while using the device for business purposes.

If you change or upgrade your device you must inform Digital Services so that the UYOD service can be enabled for your new device.
Your account will be locked after 5 failed login attempts.
Your account will lock automatically when you exit the service and you must re-enter your password to access the service again.

Your account will lock automatically after 15 minutes of non-use and you must re-enter your password to access the system again. 
The UYOD service cannot be accessed from devices that have been modified i.e. “jailbreaking”, “rooting” or equivalent.  If a device is discovered to have been “rooted” or “jailbroken” access to the UYOD service will be terminated without prior warning.  Audits of connected devices will take place to ensure that compromised devices do not remain connected to the service.  
You must use a password which is at least 8 characters, including one letter, one number and one unique character.
· You must change your password every 30 days
· You must not re-use previously used passwords
Section C – Employee’s Agreement

I agree to abide by the agreement for remote working and confirm I will undertake a health and safety risk assessment at home as outlined in this policy. I have also undertaken and passed the Islington online Display Screen Equipment Training.
Employee’s signature: ……………………………………………………………………………
Date: ……………………………………………………………………………………………….
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